UNITEDHEALTH GROUP

First-Time Login Instructions

Follow each of these steps, in order, from your workstation/laptop based on the following:

e Start at Step 1 if you are logging in for the very first time with your UnitedHealth Group system credentials and
do not know or have forgotten your UnitedHealth Group MSID Password or PIN.

e Start with Step 13 if you have already logged into UnitedHealth Group Citrix and know your UnitedHealth
Group Employee ID, MSID, MSID Password and PIN.

e If you have an Optum laptop, start with Step 26 using your Optum laptop.

Please contact the UnitedHealth Group IT Service Desk at 888-848-3375 if you have questions about your UnitedHealth

Group system credentials.

Step 1: Open Your Web Browser
Navigate to this site:

https://helpme.uhc.com

Sign In

2
Employee ID (nine-digit) Nead help signing in
Entor dHoalth Group employees
and a oniry of an Employos 10

Last Name iy
and Last

Ifyc please contact your
Submit man

Do ot share your Employee ID or Last Name!

Step 2: Enter Credentials
On the Login screen enter:

¢ Employee ID: Type in your UnitedHealth
Group Employee ID sent to you via email.*

e Last Name: Enter your last name as it
appears in HR records

Click Submit.
*If you did not receive these credentials by email,

please contact the UnitedHealth Group IT Service
Desk at 888-848-3375.

Sign In

Employee ID (nine-digit)
|
Last Name

Step 3: Request Access Code

You will need to complete a two-factor log in process
by requesting a one-time use Access Code be sent
to your email. Your email address should be partial
shown on the list.

Click Primary next to your email address.

For your protection,

If you not then click here

We care about your online security. To access your account from this non-registered computer, you
need a one-time access code that you will need to enter on the following screen.

Please provide the best way to reach you now with this access code:

Email Me

“Primary | G***on@reliantmedicalgroup.org

By | I
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Step 4: Receive Access Code

You will receive an email with an access code
You should receive this email within 1 minute.

| Access Code Notification

 Click here to downlead pictres, T hel protect your privacy, Outook prevented sutomatic downioed of some pitures i ths messege

You requested a one-time access code to access your UHG spplication account from a computer that has not been previously registered with ous system

To access yous account, please enter the following access code within the next 10 misutes and click Submit.
1380891

£ you did not attempt fo access your account, please contact the IT Help Desk immediately.

‘This is an automated email. Please do not reply to this message. If you have any questions, please contact the IT Help Desk.

‘Thank you for helping us keep your accouat safe.

Step 5: Enter your Access Code

Type the access code from the email in the Access
code box

Click Submit.

Note: You will need a new Access Code each time
you access the system. Each Access Code is one-
time use only.

UNITEDHEALTH GROUP

Enter Access Code, Judith
1f you are not Judith then dlick here
sge with ye s code has been sent to the email address you requested.

Do not close this window while you wait to receive your access code.
Your access code is valid for a limited time. Please enter the code below as soon as you receive it.
Fields marked with * are required.

o S—

Haven't received your code yet? Request.a tgw Code

Step 6: Enter Last 4 of your SSN

Enter the last four digits of your Social Security
Number or National ID in the box.

Click Submit.

UNITEDHEALTH GROUP

Enter National ID/SSN,

If you are not then dick here

We care about your personal information. For your online protection, please enter last 4
digits of your National 1D/SSN.

Fields marked with * are required.

National ID/SSN:*
Last 4 Digits (eg :1234)

s E=E

Step 7: Set your MSID Password

Click the link titled “Change/Reset MS ID Password,”
located in the Account Details section for
“MSID Password.”

User Account Details $
© You do not have any tokens, To request for a new token dlick on "Request Token" button above

© MSID Password

Logging into this syst ically unlocked y
s Totestyour MSID password, use the Test MSID Password option below.

1f you believe you have forgotten your password, use the Change/Reset MSTD
.

G
=

MSID Account Status : Adive
MSID Password Expiration : Change at next

Togon
Change/Reset Ms ID Password B Jrest MSID Password®
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Step 8: Create a new MSID Password

Create a new UnitedHealth Group MSID Password.

Passwords must contain at least eight characters
and at least three of the options below:

1. Uppercase character

2. Lowercase character

3. Numeric (0-9)

4. Non-alphanumeric (?, %, *, $, etc.)

Please remember your new password for future use
but do not document your password in a manner that

is accessible to others.

Click Update.

Update Password x

Enter New Password: :l

Re-enter New Password: |

[_Update §3

Your password must contain:

8 to 32 characters

At least 3 of the following:

1 uppercase, 1 lowercase, 1 numeric character, 1 spedial
character: ="~ _*>~{[90)24$@) < #8+!-

Cannot contain your usend, firstname, or lastname

You may not re-use one of your last 10 passwords and
passwords may be changed only once per day.

Step 9: Password Change Confirmation

You will receive a dialog indicating you have
successfully changed your password.

Click Close.

Change password Dialog *

Your passward has been changed successfully.

Close |

Step 10: Set your PIN

Click the link titled “Change/Set PIN,” located in the
Account Details section for “OnDemand
Authentication (Email).”

=« @ OnDemand Authentication (Email)
\@‘ 0ODT Send Token to: brian_fransen@optum.com

V Change/Set PINE (Change EmaillD&

Step 11: Set your PIN

This new PIN will become your new permanent
PASSCODE for subsequent logins on the Citrix
screen going forward.

If any suggested passwords are presented, do not
use them.

PIN/PASSCODES must be:

e Exactly 8-digits long

e Only numbers can be used

e Cannot start with zero

e Cannot be sequential and repeating (ex.
88888888 / 12345678)

e Cannot be the 8 digits of your Employee ID

Click Submit.

Change/Set PIN

e E—
[ Submit £3

The PIN complexity requirements are:

+ Bxactly 8 numbers - no leading zero

= You may not use the last 10 PINs

« No Special Characters(l,~,@,#,$,%,&tc)

« Four repeated or sequential numbers not allowed
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Step 12: Set your PIN

You will receive a dialog indicating you have
successfully changed your PIN.

Click Close.

You have completed the setup of your MSID
password and PIN, these will be used in subsequent
steps.

Close the tab “RSA Self Service Portal” by clicking
the X.

PIN Set Confirmation ®

PIN has been set successfully.

Step 13: Open Your Web Browser
Navigate to this site:

https://aa-selfservice.unitedhealthgroup.com/aa-
selfservice/registration

e Employee ID: Type in your UnitedHealth
Group Employee ID sent to you via email.

e Password: Enter your MSID Password you
set in step 8.

Click Submit.

b
Sign In

&g
Employee ID (ine-digit) Need help signing in?

| Login Assistance: helpme uhc com

Password Enterprise Secure Sign On gives UnitedHealth
Group employees and contractors access to
applications via entry of an Employee 1D and
password

Do not share your Employee D or password!

Step 14: Internet Registration

Enter your birthdate and the last four digits of your
Social Security Number or National ID in the box.

Click Submit.

UNITEDHEALTH GROUP

Logout
Internet Registration Required for Enhanced Data Protection

Before proceeding, please provide the following informatien te verify your identity.

Enter Verification Details

Date of Birth ;

Wational 1D/SSH =

IT Login Instructions for July 19 Integration | Page 4



https://aa-selfservice.unitedhealthgroup.com/aa-selfservice/registration
https://aa-selfservice.unitedhealthgroup.com/aa-selfservice/registration

UNITEDHEALTH GROUP

Step 15: Security Questions

Select your security questions and provide
responses.

Input at least one telephone number (cell phone
preferred) to be used for identity verification when
using a new computer.

Input your business email address.

Select Yes under Remember this computer only if
you are using a private and trusted computer.

Click Submit.

Update and Confirm your information
Em—

Update/Confirm

We will use the following information to ensure you are the only one who can access your account.

We may use this information to verify your identity when you access the following personal information: your full
birthdate, your national 1D (SSN), and any of your bank information.

We will never share your security registration information.

Security Questions and Answers.
Select three required Security Questions and provide your Security Answers,
Secunty Answers are not case sensitive,

Secunty Queston; | What is your paternal grandfather's first name? ¥

Security Answer:

Security Question: | What was the name of the town your grandmot ¥

Security Answer:

Secunty Queston: | In what city were you bom? (Enter full name of ¥

Security Answer:

For your security, we may occaslonally need to verify your identity by contacting you by phone or email. We will
never share your contact information, and your information is kept secure at all times.

Because you may not always access HRdirect or Global Self Service from work, please consider providing alternate
contact information.

Phone Numbers.
Your Cell number is required and is used for receiving one-time passwords via text or voice call. Only if you do not own a cell
phone, you may enter your home phone number in the Cell phone field.

cell

Home

us. () v

Enter complete phone number
us.(1) v

Enter complete phone number
us.(1) v

Ente: ne number

Email Addresses
Work Email Address

Alternate Email Address

eg : name@domain.com

Step 16: Confirm Information Updated
Close the tab AA registration by clicking the X.

UNITEDHEALTH GROUP*

Information Updated Logout

Hello, JUDITH GAGNON

You have successfully updated your information. To make changes, Please go to your Account Settings,
To update your site to image information, Please go to Site to Imaae Settings.

Your Information :

Email Address
Alternate:

Frimary: ludy Gagnon@reliantmedicalgroup.org
Phone Number

MOBILE: 5082547744

HOME:

WORK: 7742611090

Security Questions

Question: What was the last nome of your favenite teacher in final year of high school?
Question: What is your paternal grandfather's first name?

Question: What was the name of the town vour grandmother lived in? (Enter full name of towm only)

In case if you have forgotten your MS password or need to reset your M5 password, Flease go to Reset MS Password,
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Step 17: Log in to Citrix
Navigate to Citrix by following this link

https://myappsremote.optum.com

Step 18: Enter Credentials
On the login screen enter:

e User Name: Type your UnitedHealth Group
MS ID (ex. fsmith, fsmith1).

e Passcode: Enter the 8-digit numeric PIN you
created in step 11.

e Password: Enter your MSID Password you
set in step 8.

Click Log On.

Hf you experience any issues with missing icons, please
logoff from the Citrix web portal, close the browser,
clear the web browser cache, and restart browser.
User name:

Passcode:

Password:

Step 19: Receive On-Demand Tokencode (ODA)

After you complete Step 18 above, a one-time
Tokencode will automatically be sent to your work
email. It can sometimes take a few minutes to be
received.

Note: You will need a new Tokencode each time
you access the system. Each Tokencode is one-
time-use only.

On=-Deamand Tokencode

o rsaduhc com

Un=-Demand

Expires after

Step 20: Enter the Numeric Code Sent to Your
Mobile Device or Company Email

Enter the 8-digit tokencode number received in your
email message.

Click Submit.

Additional Information Required

Please type your response below.

EMAIL or TEXT users: Enter the EMAILED / TEXT tokencode.

Hard/soft tokens, wait for the code to change and enter it
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Step 21: Complete Login

This completes the login. You should now be in the
Citrix environment.

Click on myWorkspace.

Apps

A0 Categories v

A 8 K
bl PO W o )}
A J . X g e
g g 1 8
[ 7 L7 ® 2 (N7 05
o4 P P A s wd
st | | ot | | rotirits | | temmtatay | | st .
— .,

Step 22: Applies if you are using Chrome to log
in to Citrix

If you see a file show up in the bottom left corner of
your screen, click on the drop down arrow and
choose Open or Always open files of this type.

Open

Always open files of this type

Show in folder

(%) WEE3LkludGWbm...ica Vv

1

Do you want to open or save WEE3LkludGVybmVOIEV4AcGxvemVyIFg-.ica from myappsremote.uhc.com? Open I Save I'I Cancel I

Step 23: Warning

You may receive this or other warnings depending
on your operating system. If any warnings appear,
select Do not show me the warning for the program
again.

Click Allow.

»
Detail$E -
:g A website wants to open web content using
this program on your computer i
:x‘u:::_mm helga protect your computer. I you do not trust this. 2
Wbt 63 L 0pen s gregram.
@] Yeme: Citrex Connection Manager
0 ublier:  Citri Systems, Inc. D
Detailg

(100 20t shaw me the warsing for this program agan

Allow Dant alow
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Step 24: Security Warning

. . . . Citrix Workspace - Security Warning
You may receive this or other security warnings.

J An online application is attempting to access

If any warnings appear, select Do not ask me again ) 'C';f;;”;j:f” on a device attached to your
for this site.

; ; —> Block access
CIICk Permlt use. ‘ Do not permit the application to use these devices.
Permit use
ermit the application to use these devices.

[0 Do not ask me again for this site.

Step 25: Legal Notice
If this legal notice displays, click OK. Legal Notice

This is a private computer system containing confidential information.
computer system or

ther persons may result in
termination of employment, civil fines, and crimina jes.
This system must be used for authorized business purposes only.

Step 26: Open Internet Explorer
A Desktop session will open

Double click on the Internet Explorer Browser icon
on the left side of the screen.
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Step 27: Enter The Hub

Welcome to The Hub, the UnitedHealth Group
intranet. The Hub will open within your Citrix
session.

Under My Links, click Global Self Service (HR
Transactions).

the

hiib

OurCuture  MsnsgerCenter  Pay&Benefits  Policies  Career&Leaming  Teohnology Services  Resources,

News for UnitedHealth Group ( Change )

YOUR 2019
PAYCHECKS

6 Ways to Make YourMoney ~ ESPP Price Announced
Work for You

New Bravo! Enhancement

Your Jan. 11 Paycheck: What to Expect

[Maternal & Wil 10 A
HEALTHIER
Here's what you can expect in your first 2019 paycheck and in ot
paychecks throughout the year. | A ’ 2%

Changing a Life. Right Befors ~Race & Ethnicity 3 We Asked, You Answered:
Your Eyes Determining Factor in Care. Top Resolutions

Spotlight ) My Links 4 &  TakeAction &

2019 PAYCHECKS:

WHAT TO EXPECT

AppStore (Deskiop Software) ~
Ariba (Spend Management)

Bravo! (Employee Recognition)
Calendars

Concur (Travel & Expense) _ ™
‘ Global Self Service (HR Transactons) #' |

Step 28: Authenticate to Access Global Self
Service

Enter your UnitedHealth Group MS ID and the MSID
Password you created in Steps 8 and 9. This
password is case specific.

You do not need to register again.

Click Sign In.

Sign In
Need help signing

MS ID (example: asmith1)
First time Single Sign-
Password Click here o update yr

Call the IT Help Desk
1-888-848-3375 (Noril

View all T Help Desk

Enterprise Secure Sig
and contractors acces:
password.

Do not share your MS

Step 29: Enter Global Self Service

The Global Self Service menu displays. Your menu
may have different options. You may now complete
additional HR activities, including your Form [-9.

Employee Quick Links

= View W-2/W-2¢c Forms
View electronic W-2 and W-2c forms.

= Complete Section 1 of Form -9
Complete and submit an electronic based I-9 Form

= View Manager Evaluations
View Manager Evaluations

7| My Development Plan

Create and maintain your individual development goals.

My MAP Goals
Review your organizational goals and create your individual performance goals.

7= My Professional Profile

Update your profile of skills, competencies, licenses and accomplishments.

7 My Time Away From Work

View my time away from work balance information.

ities/Ref 1
Search/Apply for Internal Positions

Review a y of your personal information

You only need to complete steps 1-16 once. For subsequent logins start at step 17.
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